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Digital Patient Pathways is a Personify Care mobile platform used by Local Health 

Networks across SA Health to exchange information with patients about their care. 

Personify Care has informed SA Health of an isolated data incident on 16 October 

2023 relating to some patients using the platform. 

Personify Care is a private organisation which provides digital patient pathways 

software for hospitals, clinics and clinical research. 

How do I know if my data has been impacted? 

Everyone who has been impacted by the incident is being contacted directly by Personify Care by 

email and/or letter. 

They will provide information about what personal information may have been affected and contact 

details if you have further questions. 

What happened? 

The incident occurred on 16 October 2023 and impacted health information (personal, medical 

and/or legal documents) of 121 SA Health patients using Digital Patient Pathways at Central 

Adelaide Local Health Network (CALHN) and Southern Adelaide Local Health Network (SALHN). 

No evidence has been found that affected documents were copied or downloaded, but the incident 

resulted in an unauthorised party deleting the contents of a folder used to store some information 

uploaded by patients and staff using Digital Patient Pathways. 

The incident did not affect the use of the platform at any other SA Health Local Health Networks. 

Personify Care detected the incident within two hours of it occurring and have since worked closely 

with SA Health to determine the extent and resolve the incident. 

Independent analysis has verified that the incident did not affect any other information that patients 

may have submitted via the platform, and any unauthorised activity was effectively contained within 

two hours and the platform is secure. 

The affected folder also included the name and phone number for 12,624 patients used to invite 

them onto the Digital Patient Pathways system, but this did not include any health information. 

How did it happen? 

The incident resulted in an unauthorised third party deleting a specific folder within Personify Care’s 

infrastructure, which is used to store patient documents uploaded into the platform. This has been 

confirmed by independent forensic analysis. 

The independent forensic analysis also confirmed the files had been deleted, however, no evidence 

has been found of data being copied or downloaded. 

The incident occurred outside the SA Health network within a specific part of the infrastructure used 

by Personify Care. 



 

Personify Care has engaged an expert advisory firm to provide an independent assessment of the 

additional measures they are implementing to prevent such incidents from occurring in the future.  

All appropriate measures have been taken to independently verify that the incident has been 

resolved and there is no further risk to patient information contained on the Personify Care platform. 

Have any other Local Health Networks who use this digital platform 

been impacted? 

No. The incident did not affect the use of the platform at any other SA Health Local Health Networks. 

What actions have been taken? 

Since Personify Care detected the incident, they have been working closely with SA Health to ensure 

all adequate steps have been taken to independently verify that the incident was effectively resolved 

and have confirmed that this presents no further risk to patient information.  

Personify Care have also engaged an expert advisory firm to provide an independent assessment of 

the additional measures they are implementing to prevent such incidents from occurring in the future.  

The Office of the Australian Information Commissioner (OAIC) has also been notified of the incident.    

What can impacted patients do? 

While there is no evidence found of data being copied or downloaded, affected people are 

encouraged to be on the lookout for unusual / fraudulent activity or any notifications which seem odd 

or suspicious. 

IDCARE can provide specialist support and guidance when faced with a cyber and identity related 

issue. 

• At no cost, you can contact the IDCARE Australian National Case Management Centre on 

1800 595 160 (Mon – Fri 7.30am – 4.30pm ACST). When you call, quote the code SAH23  

Alternatively, you can complete the online form to request support: www.idcare.org/contact/get-help 

Other useful links: 

• Australian Government - Cybercrime - getting help:  

www.cyber.gov.au/report-and-recover/where-get-help  

• Australian Government - Identity fraud: 

www.oaic.gov.au/privacy/your-privacy-rights/data-breaches/Identity-fraud  

 

For more information 

Department for Health and Wellbeing 

11 Hindmarsh Square, Adelaide SA 5000 

Healthcommunications@sa.gov.au  

www.sahealth.sa.gov.au 
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