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Digital Health SA

Guide for logging into Microsoft 365 Services with MFA

The Department of Premier and Cabinet has enforced Multi-Factor Authentication (MFA) for
Microsoft 365. This means that when working remotely (for example when working from home off
StateNet, or when on a personal device and not connected via SA Health’s VPN solution) you will
be required to authenticate a second time using one of the methods outlined in this document.

This user guide has been created to provide directions on how to login once Multi-Factor
Authentication (MFA) has been configured on your Microsoft 365 account.

Important Information

It is recommended that you access this guide electronically via a computer or mobile device rather than
printing it out as the document contains links to key sections of this document. If you print the document, you
will no longer be able to utilise those links.

Note - If you do not recognise the Application prompting you for Authentication or you are not attempting to
login currently on any device simply ignore the Authentication prompt.

If you continue to receive repeated MFA Prompts and it is not you, please contact the DHSA Service Desk to

report the issue.

Requirements for Use:

e An active Internet connection on your computer or mobile device to access Microsoft 365 services.

e Multi-Factor Authentication (MFA) configured on your Microsoft 365 account.

This document provides guides for use for the scenarios:

e Logging into Microsoft 365 products using a computer

e Logging into Microsoft 365 products on an iOS device (iPhone / iPad)

e Logging into Microsoft 365 products on an Android device

MFA Troubleshooting Guide

e You receive the prompt “We didn’t hear from you”

e Logging into Microsoft 365 products without using the Microsoft Authenticator App

e You receive the message "your sign-in was blocked" or "You cannot access this right now"

e You have changed your phone and can’t complete your sign in
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Logging into Microsoft 365 products using a computer

Digital Health SA

1. Onyour computer, open the Microsoft 365 product (Teams, SharePoint Online etc) and select your SA

Health account.

Note - If this is not prepopulated, enter your SA Health email address and click ‘Next’.

B® Microsoft

Pick an account

|E| DigitalHealthSA.CustomerGuide@sa.gov.a
u f

—|— Use another account

BS Microsoft

Sign in

Email address, phane number or Skype

Mo account? Create one!

Can't access your account?

2. Enter your SA Health HAD password and click ‘Sign in’.

G—;\ Government of
A South Australia

< digitalhealthsa.customerguide@sa.gov.au

Enter password

Fa;;;.r\d

Forgot my password

Please note - MFA may be required for sign in on every new internet browser session (Edge / Google
Chrome etc) when accessing a Microsoft 365 product or service while not connected to the SA Health

Network.

If you are presented the prompt below after entering your password, stating “You cannot access this
right now” or “Your sign in was blocked”, click HERE for further instructions.

@ Government of
\i/ South Australia

You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you

might be signing in from a browser, app, or location
that is restricted by your admin.

Sign out and sign in with a different account

¢) ) Government of
& South Australia

digitalhealthsa.customerguide@sa.gov.au
Your sign-in was blocked

We are currently unable to collect additional
security information. Your organization requires
this information to be set from specific locations
or devices.

Sign out and sign in with a different account

More details More details
Z0UT™,  Government of South Australia
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3. If the following screen is displayed, you will be required to authenticate using the device you
configured for MEA device (iPhone or Android) before you are able to login.

Click ‘Approve a request on my Microsoft Authenticator app’ and proceed to step 4.

Note - If you are using SMS to authenticate for MFA, click HERE

f/:;\ Government of
&) South Australia

digitalhealthsa.customerguide@sa.gov.au

Verify your identity

Approve a request on my Microsoft
Authenticator app

@l Use a verification code

D Text + XX KOOOOKK 14

4. On the computer, the following screen will be displayed, take note of the number displayed on screen.

(:_;\ Government of
X5/ South Australia

digitalhealthsa.customerguide®sa.gov.au
Approve sign-in request

@ Open your Authenticator app, and enter the
number shown to sign in.

60

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

At the same time, the Authenticator app on your chosen device will prompt you with a notification.

Tap on the notification to open the Authenticator app on your MFA device.

iPhone Android

TIME SENSITIVE MIOW
Approve sign-in?

@ Approve sign-in? DigitalHealthSA. CustomerGui... I
\-/ T

m Government of South Australia
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The following screen will be displayed on your MFA device that displays the app you are logging into
and a general location of where you are trying to connect from.

Note - The Location field may display a slightly different location from where you are physically located.
This field can be influenced by a VPN or the current telecommunication network you are connected to.

Important note — If you do not recognise the Application prompting you for login or you are not
attempting to login currently on any device, select ‘No, it’s not me’ / ‘NO IT’S NOT ME’ or simply ignore
the Authentication prompt.

Enter the matching number displayed on the computer in the Authenticator App, then tap ‘Yes’.

iPhone Android
Are you trying to sign in? @ Are you trying to sign in?
South Australia Government
South Australia Government DigitalHealthSA. CustomerGuide@sa.gov.au
DigitalHealthSA.CustomerGuide@sa.gov.a App
= Qutlook Mobile
Enter the number shown to sign in. Location
South Australia, Australia
App 5
OfficeHome
Location o =
SA, Australia [Google
Enter the number shown to sign in.
°Adelalde Enter number here
60
JMurray Bri¢
P YES
NO, IT'S NOT ME
X | CAN'T SEE THE NUMBER
No, it's not me Yes

Enter your MFA device’s Passcode / Fingerprint / Face ID if prompted by the App Lock feature to
complete the sign in process and proceed to step 7.

The Microsoft 365 service (Outlook Online, Teams, SharePoint Online etc) you were opening should
now be logged in and available for you to use on that device.

If you were unable to login successfully, please refer to the Troubleshooting Guide for further
assistance.
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& o Pg. 4
&/ vi.1




OFFICIAL

Digital Health SA

Logging into Microsoft 365 products on an iOS device (iPhone /iPad)

1. OnyouriOS device, open the Microsoft 365 product (Outlook, Teams etc) and select your SA Health
account.

Note - If this is not prepopulated, enter your SA Health email address and tap ‘Next’.

Enter your SA Health password, then tap ‘Sign in’

SOSonly & 11:37 am 90% .- < Teams T 11:37 am 90% ..
£ ® Cancel Get Codes
Microsoft Teams

¢ ) Government of
South Australia

digitalhealthsa.customerguide@sa.gov.au

Enter password

I Password I

Forgot my password

Sign in with another account
Get started with your work, school, or

personal Microsoft account

digitalhealthsa.customerguide@sa.gov.au

No account? Create one for free

Join a meeting

Privacy & Cookies Terms of use

If you are presented the prompt below after entering your password, stating “You cannot access this
right now” or “Your sign in was blocked”, click HERE for further instructions.

¢» ) Government of
G South Australia ¢) ) Government of
(&4 South Australia

digitalhealthsa.customerguide@sa.gov.au

You cannot access this right Your sign-in was blocked

now
We are currently unable to collect additional

security information. Your organization requires
this information to be set from specific locations

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location

that is restricted by your admin. or devices.
Sign out and sign in with a different account Sign out and sign in with a different account
More details More details

m Government of South Australia
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Digital Health SA

If the Microsoft Authenticator App is installed on the device you are using, the following screen will be
displayed.

Note - If you are using SMS to authenticate for MFA, click HERE.

Note - If you cannot see the code, tap ‘I can’t see the number’. The Authenticator App will be
minimised for 3 seconds. Take note of the number displayed.

Note - If you did not receive a notification on your MEA device, click HERE.

Enter the number displayed for the Microsoft App you are logging into, then tap ‘Yes’.

11:38 am
Are you trying 1o sign in¢ AAre you trying 1o sign in¢
Cancel s ) g Codes Dialog will reappear ir Cancel Y Y2 9 Codes
South Australia Government South Australia Government
DigitalHealthSA.C 9o DigitalHealthSA.CustomerGuide@sa.gov.a
p u u
© ¢ ) Government of (¢
N Enter the number shown to sign in. i/ South Australia N&E  Enter the number shown to sign in,
digitalr  App digitalhealthsa.customerguide@sa.gov.au digitalt  App
Microsoft Teams Microsoft Teams
Appl Location Approve signin requeSt Appl Location
SA, Australia SA, Australia
@ O e € Open your Authenticator app, and enter the e O e
nu number shown to sign in. nu
2
No nun 2to No numbers in your app? Make sure to upgrade to No nun sto
the late Yes the latest version. the late Yes
lcan'tL No, it's not me ] | can't use my Microsoft Authenticator app right now lcan'tL No, it's not me ]
| can't see the number | can't see the number
ABC DEF ABC DEF
GHI JKL MNO GHI JKL MNO
PQRS TUuv wXyz PQRS Tuv wxyz

Enter your MFA device’s Passcode / Fingerprint / Face ID, if prompted by the App Lock feature, to
complete the sign in process and proceed to step 4.

The Microsoft 365 service (Teams, SharePoint Online etc) you were opening should now be logged in
and available for you to use on that device.

If you were unable to login successfully, please refer to the Troubleshooting Guide below.

Government of South Australia
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Logging into Microsoft 365 products on an Android device

1. Onyour Android device, open the Microsoft 365 product (Teams, SharePoint Online etc) and select
your SA Health account.

Note - If this is not prepopulated, enter your SA Health email address and tap ‘Sign in’.

Enter your SA Health password, then tap ‘Sign in’

1328 N Dl 94%8
® &2 b il
Microsoft Teams « digitalhealthsa.customerguide@sa gov.au

Enter password
a Password

Forgot my password

Get started with your work, school, or
personal Microsoft account

DigitalHealthSA.CustomerGuide@sa

No account? Create one for free

Join a meeting

erms of use  Privacy & cookies - ..

i @] < n @] <

If you are presented the prompt below after entering your password, stating “You cannot access this
right now” or “Your sign in was blocked”, click HERE for further instructions.

@ Government of
G South Australia ¢) ) Government of
L&) South Australia

digitalhealthsa.customerguide@sa.gov.au

You cannot access this right Your sign-in was blocked
now
We are currently unable to collect additional

security information. Your organization requires

this information to be set from specific locations

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location

that is restricted by your admin. or devices.
Sign out and sign in with a different account Sign out and sign in with a different account
More details More details

m Government of South Australia
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If the Microsoft Authenticator App is installed on the device you are using, the following screen will be
displayed.
Note - If you are using SMS to authenticate for MFA, click HERE.
Take note of the number displayed on screen, then tap on the Notification to open the Authenticator
App
Then enter the number displayed for the Microsoft App you are logging into, then tap ‘Yes’
I o.ipprovesign-in“ DigitalHealthSA CustomerGui. I e Are you "ymg . Sign in?
digitalhealthsa.customerguide@sa.gov.au g:‘l‘l:lﬁ‘;z‘izf"s'i%‘L‘;elm;’é'mde@sa.gwau
Approve sign in request s
) Open your Authenticator app, and enter the iticok Mobile
number shown to sign in Location
South Australia, Australia
83 ST
Mo numbers in your app? Make sure to upgrade il s
1o the latest version, WGocgle =
[can't use my Microsoft Authenticator app right now Enter the number shown to sign in.
83 V
1 2 3
4 5 6
7 8 9
&) 0 Done
1l J < 1 O 22
Note - If you missed the number displayed on the Microsoft App, click HERE.
Note - If you did not receive a notification on your MEA device, click HERE.
Enter your MFA device’s Passcode / Fingerprint / Face ID, if prompted by the App Lock feature, to
complete the sign in process and proceed to step 4.
The Microsoft 365 service (Teams, SharePoint Online etc) you were opening should now be logged in
and available for you to use on that device.
If you were unable to login successfully, please refer to the Troubleshooting Guide below.
£0U7™, Government of South Australia
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Using SMS to authenticate with MFA
Note - The Authenticator App is the preferred primary method of authentication for MFA. Other methods

should only be used in the event that the Authenticator App fails or you are unable to use the
Authenticator App due to phyiscal limitations on the device you are using for MFA.

1. If you are using SMS to authenticate with MFA by default, the following screen will display once you
entered your SA Health email address and HAD password.

Enter the SMS code sent to your mobile device and select / tap ‘Verify’ to complete the sign in.

) ) Government of
& South Australia

< digitalhealthsa.mfauserguide@sa.gov.au

Enter code

[ We texted your phone +XX X000000(X14. Please
enter the code to sign in.

More information

2. The Microsoft 365 service (Teams, SharePoint Online etc) you were opening should now be logged in
and available for you to use on that device.

If you were unable to login successfully, please refer to the Troubleshooting Guide below.

Z0UT™,  Government of South Australia
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Troubleshooting Guide
You receive the prompt “We didn’t hear from you”

1. If you have your MFA device with the Microsoft Authenticator App open, try clicking “Send another
request to my Microsoft Authenticator app” and follow the steps applicable to the device you are
using to try signing in again.

&5 ) Government of
\ZS/ South Australia

digitalhealthsa customerguide(@sa.gov.au

We didn't hear from you

We sent an identity verification request to your
Microsoft Authenticator app, but we didn't hear
from you in time. View details

Send another request to my Microsoft
Authenticater app

Having trouble?

Enter a security code from your Microsoft
account or authenticator app instead,

If you can't use an app right now get a code a
different way.

Cancel

If you are still unable to Authenticate using the App, proceed to Step 2.

Note - If you do not have your MEA device with you, or the Microsoft Authenticator App has
encountered an issue on your device that is preventing you from completing the sign-in, click HERE.

2. On the device you are using, click “Enter a security code” and have your MFA device ready for the
next step.

15 ) Government of
N1 gouth Australia

digitalhealthsa customerguide@sa.gov.au

We didn't hear from you

We sent an identity verification request to your
Microsoft Authenticator app, but we didn't hear
from you in time. View details

Send another request to my Microsoft
Authenticator app

Having trouble?

Enter a security codeffrom your Microsoft

account of authenticator app instead,

If you can't use an app right now get a code a
different way.

Cancel

m Government of South Australia
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Digital Health SA

3. Onyour MFA device with the Authenticator App open, tap on your SA Health account.

The following screen will display with a ‘One-time password code’ that changes every 30 seconds.
Have this ready for the following step.

5 A

e

Authenticator

South Australia Government g] South Australia Government
DigitalHealthSA CustomerGuide@sa > DigitalHealthSA CustomerGuide@sa.gov.au

gov.au

Notifications enabled
You can use this device to approve notifications to
verify your sign-ins

One-time password code

® 735048

R Lt i >
%, Change password >
3 Update security info >
O Review recent activity >

Note - If you are using an iPhone or Android device, you can tap the code to copy it to the devices
clipboard.

4. Enter the ‘One-time password code’ from your MFA device and then tap ‘Verify’.

Government of

C’f} Scath Australia

 digitalhealthsa.customerguide@sa.gov.au
Enter code

[ Please type in the code displayed on your
authenticator app from your device

Send an identity verification request to my

Microsoft Authenticator app.

Terms of use  Privacy & cookies

5. The Microsoft 365 product (Teams, SharePoint Online etc) you were opening on your should now be
logged in and available for you to use.

If you are still unable to Authenticate using the Microsoft Authenticator App, proceed to the following
section regarding MFA log in without using the Microsoft Authenticator App.

m Government of South Australia
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Digital Health SA

Logging into Microsoft 365 products without using the Microsoft Authenticator App.

1.

If you are at the “Approve sign in request” screen, select ‘Sign in another way’.

If you are at the “We didn’t hear from you” screen, select ‘get a code a different way’.

South Australia

fer Government of
w
NS

digitalhealthsa.customerguide@sa.gov.au
Approve sign in request

9 Open your Authenticator app, and enter the
number shown to sign in

95

Mo numbers in your app? Make sure to upgrade
to the latest version.

{ad Governmen tof
©
ey

South Australia
digitalhealthsa.customerguide@sa.gov.au

We didn't hear from you

We sent an identity verification request to your
Microsoft Authenticator app, but we didn't hear
from you in time. View details

Send another request to my Microsoft
Authenticator app

Having trouble?

Enter a security code from your Microsoft
account or authenticator app instead.

If you can't use an app right now get a code a
different way.

I | can't use my Micrasoft Authenticator app right now I

Cancel

Select one of the other MFA methods you have registered against your Microsoft 365 account to

complete the authentication process.

(er) Government of
b
LS

South Australla

digitalhealthsa.customerguide@sa.gov.au

Verify your identity
Approve a request on my Microsoft
Authenticator app

123 Use averification code

I [:] Text +XX XXOKXXX14

Q‘g Call +XX XXHXXNNKT4

Are your verification methods current? Check at
https:/faks. ms/mfasetup

Cancel

If you have the ‘Text’ (SMS process) option, click HERE for further instructions.

Note - If you don’t have any other MFA methods linked to your Microsoft 365 account, or you do not
have the phone with the App or the phone setup to receive SMS with you, please call the Digital Health
SA Service Desk on 1300 138 913 to request the MFA on your Microsoft 365 account be reset.

Once your MFA is reset, you will be required to setup your MFA again on the appropriate device/s.

Please refer to the appropriate Setup Guide for more instructions on how to configure MFA for the device

you are using.

For iPhones — Click HERE for the setup instructions

For Android devices — Click HERE for the setup instructions

Z0UT™,  Government of South Australia
% Zp SA Health

o TR S

Pg. 12

vli.l


http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/iphone+setup+guide+for+mfa
http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/android+setup+guide+for+mfa
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When logging into a Microsoft 365 product, it is prompting for more information / advising
that your sign-in was blocked

¢\ Government of
G South Australia ¢) ) Government of
A South Australia

digitalhealthsa.customerguide@sa.gov.au

You cannot access this right Your sign-in was blocked
now

We are currently unable to collect additional
security information. Your organization requires
this information to be set from specific locations

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location

that is restricted by your admin. or devices.
Sign out and sign in with a different account Sign out and sign in with a different account
More details More details

If you are prompted with this message, MFA has been enforced on your account, but you do not have an
MFA method configured on your Microsoft 365 account.

Follow the applicable Setup guide for your MFA device to configure this.

For iPhones — Click HERE for the setup instructions
For Android devices — Click HERE for the setup instructions

You have changed your phone and can’t complete your sign in

1.

o7 B Ryremn Pg. 13

If you have your old phone with the Authenticator App still working refer to the applicable Setup guide for
your MFA device to configure the new device.

If you don’t have your old phone with the Authenticator App still but have SMS setup as an MFA
method and still have the same mobile phone number, you can use refer to the applicable Setup
guide for your MFA device to configure the new device.

For iPhones — Click HERE for the setup instructions
For Android devices — Click HERE for the setup instructions

If you don’t have SMS setup, please contact the Digital Health SA Service Desk on 1300 138 913 to
request the MFA on your Microsoft 365 account be reset.

Z0UT™,  Government of South Australia
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http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/iphone+setup+guide+for+mfa
http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/android+setup+guide+for+mfa
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When signing into the Microsoft App on an Android device, you missed the MFA code
displayed on screen.

1. Tap the down arrow on the keypad, then tap ‘| CAN’'T SEE THE NUMBER'.

The MFA app will be minimised for 3 seconds enabling you to see the number again before bringing the
MFA app up so you can enter the code.

0 Are you trying to sign in?

South Australia Government
DigitalHealthSA.CustomerGuide@sa.gov.au

App @ Are you trying to sign in?
Microsoft Teams

South Australia Government
Location DigitalHealthSA.CustomerGuide@sa.gov.au
South Australia, Australia

App

Microsoft Teams
.
Location
South Australia, Australia
1Google m)_':t,w - = e
ese

Enter the number shown to sign in.

Enter number here v -

WCoogle. o

Enter the number shown to sign in.

Enter number here

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER

O Dialog will reappear in 3 seconds

Click HERE to return to guide.

Note - If you are still unable to Authenticate using the Microsoft Authenticator App, proceed to the
following section regarding MFA log in without using the Microsoft Authenticator App.

OU7N  Government of South Australia
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