OFFICIAL

Government of South Australia

Women's and Children’s
Health Network

Office of the Chief Executive Officer
Allan Campbell Building, 72 King William Road
North Adelaide SA 5006

Tel 08 8161 6003 | Fax 08 8161 6112
ABN 64 021 748 126

Dear Consumer,

The Women'’s and Children’s Health Network (WCHN) has been notified by an external
software provider of a cybersecurity incident involving the Women’s and Children’s
Hospital.

Technology provider Compumedics, which provides sleep, brain and other monitoring
applications, has asked WCHN to provide you with the attached letter about the
incident. They believe your patient information, or that of someone you were
responsible for, has been included in this incident.

WCHN has taken immediate action to suspend access to the Compumedics software.

Please read the attached Compumedics letter carefully to understand what has
happened. Compumedics has provided advice on how to protect yourself from
potential scams and protect your identity.

If you need support and guidance with a cyber and identity related issue

IDCARE can also provide you with specialist support and guidance when faced with a
cyber and identity related issue. At no cost, you can contact the IDCARE Australian
National Case Management Centre on 1800 595 160 (Monday to Friday 7.30am —
4.30pm ACST). When you call, quote the code SAHCMHT2.

If you are seeking more information about your data

If you would like advice about the data that has been impacted, please contact
Compumedics. You can request access to a copy of the information they hold about
you by calling 03 8420 7300 or emailing dataprotectionofficer@compumedics.com.au

If you have questions about patient care and treatment

Please be assured that this incident has not impacted the care that you or your child
has received at the WCHN.

While the WCHN does not have any further information about the data leak, we are
available for questions that relate to your current treatment plan or if you need any
other support to manage this incident.
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If you have any other general questions

For general questions about the incident, please contact (08) 7111 3699.
Yours sincerely

CICQCA

NATALIE HOOD
Women’s and Children’s Health Network
A/Chief Executive Officer

24 /104 /2025

Enc: letter from Compumedics
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(>3 COMPUMEDICS

‘Defining Life’s Signals’

30 - 40 Flockhart Street
Abbotsford VIC 3067
Australia

Tel: +61 384207300

Fax: +61 384207399
www.compumedics.com

Thursday 24 April 2025
Notice of a cybersecurity incident affecting your information
To whom it may concern,

| am writing to you to inform you of a cybersecurity incident that has impacted some current and past patients of the
Women's and Children's Hospital who were involved in sleep studies since 2018,

What happened

On 22 March 2025, Compumedics became aware of suspicious activity involving its network which was caused by a
ransomware attack. It immediately began an investigation and with the assistance of cyber security experts,
successfully stopped unauthorised access to its systems on the same day and worked to contain the incident. Our
investigation confirmed that some of our files are likely to have been stolen and could be published on the dark web.
The dark web is the part of the internet that cyber criminals usually use to make available or sell stolen data. The dark
web is a part of the internet that can’t be accessed by regular web browsers. We are monitoring dark web for any
publication of the data that was taken.

Who is Compumedics

Compumedics Limited is a technology provider which has been providing computer-based medical products to support
the sleep medicine market for nearly 40 years. The Adelaide Women’s and Children’s Health Network (WCHN)
contracted with Compumedics to provide our software to support its sleep, brain and ultrasonic blood flow monitoring
applications.

Your sleep data held by Compumedics

We have confirmed that some of the impacted files include patient information relating to sleep trials and research
conducted by the hospital. The types of information are: patient name, postal address, contact details, emergency
contact information (phone and email), sleep trial results and some limited clinical study notes.

This incident impacted Compumedics directly. It has not happened to or affected the hospital directly. Medical records
held by WCHN was not accessed, and no payment details or other information has been affected.

Why Compumedics is notifying you

We are notifying you, with the assistance of WCHN, as our investigation has confirmed that your patient information, or
the information for a patient for whom our records show you are their responsible person was in an impacted file. We
are notifying you of the incident now based on what we know, so that you can take steps to protect your information,
and/or the information of the patient you are responsible for and prevent potential scams and also to comply with our
legal obligations to do so.
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(3 COMPUMEDICS

‘Defining Lifes Signals’

30 - 40 Flockhart Street
Abbotsford VIC 3067
Australia

Tel: +61 384207300

Fax: +41 38420 739%
www.compumedics.com

What Compumedics and WCHN are doing

Compumedics and WCHN are taking this incident very seriously and understand how concerning it is for affected
patients and their families.

Compumedics engaged the services of expert cyber security advisors and are working hard with their help, to make
sure the impact of the incident is understood, to confirm it is contained and our systems are secure and to communicate
what happened, and what steps you can take.

Compumedics has notified the Office to the Australian Information Commissioner (OAIC) in compliance with its data
breach notification obligations as well as the Australian Cyber Security Centre and Digital Health SA. It has been
working with them and WCHN to ensure all steps are taken to contain, investigate and remediate the impact of the
incident, to communicate with affected patients, and ensure you are properly supported.

Steps you can take

Based on the information affected by the incident, we encourage you to remain vigilant to any suspicious activity and
take the following precautionary steps:

* be aware of email, telephone and text-based scams. Do not share your personal information with anyone unless
you are confident about who you are sharing it with;

e when on a webpage asking for your login credentials, take note of the web address or URL (‘Uniform Resource
Locator’). The URL is located in the address bar of your web browser and typically starts with https:/;

» if you are suspicious of the URL, do not provide your login details. Contact the entity through the usual channels
to ensure you are logging into the correct web page. Neither Compumedics nor the Women's and Children's
Hospital will ever contact you to ask for your username or password:

» enable multi-factor authentication for online accounts where possible, including email, banking, social media;

* ensure you have up-to-date anti-virus software installed on any device you use to access your online accounts:

 follow the Australian Competition and Consumer Commission’s Scamwatch guidance for protecting yourself
from scams: www.scamwatch.gov.au/get-help/protect-yourself-from-scams/; and

e access the data breach support and resources on the Office of the Australian Information Commissioner’s
website: www.oaic.gov.au/privacy/your-privacy-rights/data-breaches/data-breach-support-and-resources

Further support

Contact Compumedics if you: wish to request access to a copy of the information they hold about you using the
following email address: dataprotectionofficer@compumedics.com.au or by calling 03 8420 7300.

A copy of our privacy policy, which explains how we collect and handle personal information, is available on our website
here Privacy Policy — Compumedics or you can request a copy by calling us on 03 8420 7300.

Attached with this letter, SA Health has provided contact information if you need to seek support or have questions
about your treatment or any general questions.
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(3 COMPUMEDICS

‘Defining Life’s Signals’

30 - 40 Flockhart Street
Abbotsford VIC 3067
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Tel: +41 384207300
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Our thanks and apologies

We sincerely apologise that this incident happened and any impact on you and thank you for your understanding as we
continue to work to respond.

We will continue to work with WCHN as well as our cyber security experts and government agencies to investigate any
other steps we can take to further ensure your information is secure.

We will keep the Women's and Children's Hospital informed if any more relevant information becomes available and
vork with them to update you as required.

Compumedics Limited
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