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Privacy Policy Directive 
 
1. Policy Statement 
 
This policy directive, and the accompanying Privacy Policy Framework and Privacy Impact 
Assessment Policy Framework, outlines the legislative and policy requirements that apply to all 
persons working within the SA public health system, including employees, members of governing 
boards, contractors, volunteers and other health service providers who, in the course of their work, 
have access to personal information collected, used, disclosed or stored by, or on behalf of, SA 
Health. 
 
Personal information means information or an opinion, whether true or not, relating to a person, 
or the affairs of a person, whose identity is apparent, or can reasonably be ascertained, from the 
information or opinion. 
 
This policy directive, and its accompanying frameworks, apply to all personal information held by 
SA Health regardless of its format e.g. paper or electronic records such as videos, x-rays, 
photographs, specimens, entries on computer databases (including patient administration 
systems) and emails or other electronic messaging systems (including SMS sent from SA Health 
issued phones).  This includes information from which the names and addresses have been 
removed but where sufficient information remains so that the individual could potentially be 
identified (e.g. by way of a number, reference or details which, when combined with other 
information, can be related to an individual). 
 
This policy does not apply to de-identified information where all identifiers have been removed or 
altered to the extent that there is no possibility of identifying or linking it back to the person’s 
identity. 
 
Any personal information collected by persons who are engaged with SA Health remains the 
property of SA Health and must be managed in accordance with this policy directive and its 
accompanying frameworks. 
 
 
2. Roles and Responsibilities 
 
2.1 Chief Executive – SA Health is responsible for: 

• ensuring that the legislative, statutory and policy requirements for the collection and 
disclosure of personal information outlined in this policy, including the Information 
Privacy Principles, are implemented, maintained and observed in respect of all personal 
information for which SA Health is responsible 

• when required, authorise the disclosure of personal information in accordance with the 
Information Privacy Principles Instruction for a purpose other than that permitted under 
section 93 of the Health Care Act 2008 or section 106 of the Mental Health Act 2009. 
 

2.2 Chairpersons and Members of the Governing Boards will: 

• protect the privacy and confidentiality of personal information that they may receive as 
part of board proceedings by ensuring that is stored securely, and taking necessary 
precautions to prevent unauthorised disclosure 

• not disclose personal information unless authorised by the Chief Executive, SA Health or 
the Chief Executive Officers – Local Health Networks. 
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2.3 Chief Executive Officers – Local Health Networks and SA Ambulance Service will: 

• ensure that health services under their control have a publicly available privacy 
statement that outlines how personal information is managed 

• when required, authorise the disclosure of personal information in accordance with the 
Information Privacy Principles Instruction for a purpose other than that permitted under 
section 93 of the Health Care Act 2008 or section 106 of the Mental Health Act 2009 

• ensure that complaints received about a privacy breach in their services are recorded on 
the Safety Learning System (SLS) and investigated. 
 

2.4 General Managers, Executive Officers and other Senior Managers will: 

• ensure that all new employees are made aware of their obligations to ensure the privacy 
and confidentiality of personal information 

• ensure that personal information collected is limited only to that required to fulfil a 
particular purpose or function 

• ensure that a privacy impact assessment is undertaken for all relevant projects identified 
through the Threshold Privacy Assessment as outlined in the Privacy Impact 
Assessment Framework 

• ensure a process for the regular monitoring of user access accounts for computer 
applications. 
 

2.5 All SA Health employees will: 
• only access information that they need to perform their duties 
• protect the privacy and confidentiality of personal information that they may collect or 

hold 
• not disclose personal information without legal authority 
• not disclose their computer passwords 
• accept responsibility for all activities undertaken using their password 
• not remove confidential information from the workplace unless authorised. 

 
 
3. Policy Requirements 
 
3.1 Information Privacy Principles 

 
SA Health is committed to ensuring that people who come into contact with SA Health have 
the right to have their privacy respected.  This is achieved by ensuring that all personal 
information that SA Health holds is secure and protected from unauthorised access, 
disclosure or misuse. 
 
Cabinet has mandated the Information Privacy Principles (IPPs) to be implemented, 
maintained and observed for all personal information held by public sector agencies.  These 
principles, along with legislative requirements under the Health Care Act 2008 and the 
Mental Health Act 2009, govern how SA Health collects, uses, discloses and stores personal 
information in its possession. 
 
In accordance with these requirements: 

 
1. Personal information will not be collected by unlawful or unfair means, nor will it be 

collected unnecessarily. 
2. Reasonable steps will be taken before personal information is collected, or as soon as 

practicable after its collection, to inform individuals about: 
(a) the purpose of collection, unless that purpose is obvious; 
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(b) if the collection is authorised or required by or under law; and 
(c) in general terms, the usual practices for the use and disclosure of the 

information. 
3. Reasonable steps will be taken to ensure that personal information collected is 

accurate, up-to-date and complete. 
4. Reasonable steps will be taken to ensure that personal information held by SA Health, 

or under its control, is securely stored and not misused. 
5. An individual will have access to personal information held in any SA Health records, or 

records under its control, in accordance with the Freedom of Information Act 1991. 
6. Personal information in SA Health’s possession, or under its control, is kept accurate, 

and in regard to the purpose of collection, not incomplete, irrelevant, out-of-date, or 
such that it would give a misleading impression. 

7. Personal information will not be used except for a purpose to which it is relevant. 
8. Personal information will not be used for a purpose that is not the purpose of collection 

or for a purpose that is incidental or not connected with the purpose of collection 
unless: 
(a) the person would reasonably expect SA Health to use the information for the 

secondary purpose and the secondary purpose is related to the primary purpose 
(b) the individual has consented to the use 
(c) the use was necessary to prevent or lessen a serious threat to the life, health or 

safety of the individual or some other person 
(d) the use is required by, or authorised under law 
(e) the use is reasonably necessary for the enforcement of the criminal law or a law 

imposing a financial penalty, for the protection of the public revenue or interests 
of SA Health as an employer 

(f) unlawful activity has been, is being or may be engaged in and the personal 
information is a necessary part of an investigation of the matter or in reporting to 
relevant persons or authorities, or 

(g) the information suggests that the individual has engaged or may engage in illegal 
conduct or serious misconduct and SA Health reasonably believes that the use is 
appropriate in the circumstances. 

9. All reasonable steps will be taken when using personal information that it is appropriate 
for the purpose for which it is being used and that the information is accurate, complete 
and up-to-date. 

10. Personal information will only be disclosed in accordance with section 93 of the Health 
Care Act 2008 and section 106 of the Mental Health Act 2009.  This means that the 
information may be disclosed only if: 
(a) required or authorised by or under law 
(b) is at the request, or with the consent of the person to whom the information 

relates, or the consent of their guardian, medical agent or substitute decision-
maker 

(c) is to a relative, carer or friend of the person to whom the information relates and 
is necessary for their treatment, care or rehabilitation 

(d) is to a health or service provider and is reasonably required for the treatment, 
care or rehabilitation of the person to whom the information relates 

(e) it is in a form of personal information entered into an electronic records system 
for the purpose of recording or sharing information between others within SA 
Health involved in the provision of health services 

(f) is reasonably required in connection with the management or administration of a 
hospital or SA Ambulance Service (including for the purposes of charging for a 
service) 

(g) is reasonably required to lessen or prevent a serious threat to the life, health or 
safety of a person, or a serious threat to public health or safety 
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(h) is for medical or social research purposes if the research methodology has been 
approved by an ethics committee, or 

(i) is otherwise authorised or required to be disclosed by the Chief Executive of SA 
Health or the Chief Executive Officer of the Local Health Network or SA 
Ambulance Service, or delegate. 

 
Further detail on the Information Privacy Principles is provided in the Privacy Policy 
Framework. 
 
Appendix 1 provides a guide for SA Health staff on whether personal information held by SA 
Health may be disclosed.  It provides a process that may be followed when considering 
whether personal information may be shared. 
 
If there is any doubt about whether personal information can be used or disclosed for a 
particular purpose advice should be sought from the Safety, Quality and Risk Management 
Unit (or equivalent) within the LHN or SA Ambulance Service, or the Corporate Affairs Unit 
within the Department for Health and Wellbeing email: HealthLegalRequests@sa.gov.au. 

 
3.2 Consent 

 
Where possible the consent of an individual (or their guardian, medical agent or substitute 
decision-maker) should be obtained prior to the use or disclosure of their personal 
information for a secondary purpose. 
 
The key elements of consent are: 
 
• the individual is adequately informed before giving consent 
• the consent is reasonably specific 
• the consent is freely given 
• the individual has the capacity to understand and communicate their consent 
• consent is timely 
• consent should be obtained in writing or verbally. 
 
It is important that where an individual has given consent that a notation is made in the 
individual’s file to indicate their specific and clear intention for the disclosure of personal 
information. 
 
However, there may be instances when it is not appropriate to seek a person’s consent e.g. 
a legislative reporting requirement such as the reporting of a child or young person at risk 
under the Child and Young People (Safety) Act 2017.  There may be other instances where 
disclosure of personal information may be considered necessary to lessen or prevent a 
serious threat e.g. sharing personal information to allow early intervention to prevent a threat 
to the life, health or safety of a person. 
 
Just as it is important to document when an individual has consented to the disclosure of 
their personal information, it is equally important to document decisions to disclose personal 
information without the consent of the individual. 
 

3.3 Notification of Inappropriate Disclosure of Personal Information 
 
A personal information data breach occurs when personal information is lost or subjected to 
unauthorised access, use modification, disclosure or misuse.  Personal data breaches may 
occur in a number of ways including accidental loss, deliberate actions of employees, theft of 
physical assets, or the theft or misuse of electronic information (e.g. a cyber-attack). 
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When a personal information data breach occurs, SA Health should take prompt action to 
report the breach, identify the risks, notify relevant affected parties and implement remedial 
action.  The breach should also be recorded on the Safety Learning System (SLS). 
 
When data breaches occur that contain personal information the Privacy Committee of South 
Australia should be notified email: privacy@sa.gov.au in accordance with the Personal 
Information Data Breaches Guideline. 
 
Any personal data breach that relates to tax file number (information), and that is likely to 
result in serious harm to individuals must be advised to the Office of the Australian 
Information Commissioner as soon as practicable within 30 days of the breach being 
discovered via the Notifiable Data Breaches Scheme. 

 
 
4. Implementation & Monitoring 
 
Adherence to this policy is essential to minimise the potential for the inappropriate access, use 
and/or disclosure of personal information held by SA Health.  The inappropriate disclosure of 
personal information is an offence under the Health Care Act 2008 and the Mental Health Act 
2009.  A breach of privacy may also lead to disciplinary action against an employee, including 
termination of their employment, and could also lead to civil proceedings being initiated by a 
complainant. 
 
Auditing is an important tool to ensure adherence to this policy.  There are a number of auditable 
events that can occur to ensure that the information privacy principles in this policy are followed 
e.g. regular monitoring of user access accounts to ensure that only authorised persons have 
access to systems, and the review of audit trails for unauthorised access or activity. 
In the event of a privacy complaint or incident SA Health will be required to justify that its collection, 
use or disclosure of personal information was within the legislative and policy requirements 
applicable to SA Health or the Information Privacy Principles Instruction. 
 
For this reason it is important that appropriate documentation is kept e.g. case or file notes and 
through other systems e.g. an electronic health record or the Safety Learning System, particularly 
where an individual has given verbal consent or where personal information has been disclosed 
without consent. 
 
It is equally important to document why personal information is disclosed as it is to document why 
a decision was taken not to disclose. 
 
  

mailto:privacy@sa.gov.au
https://digital.sa.gov.au/sites/default/files/content_files/policy/Personal%20Information%20Data%20Breaches%20V1.0.pdf
https://digital.sa.gov.au/sites/default/files/content_files/policy/Personal%20Information%20Data%20Breaches%20V1.0.pdf
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme
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5. National Safety and Quality Health Service Standards 
 

 
 
6. Definitions 
 
In the context of this policy: 
 
collects means gathering, recording, or acquiring personal information from 

any source and by any means. 
 
consent means that an individual has authorised their personal information 

to be used for a defined purpose or handled in a particular manner.  
Consent may be expressed (i.e. given orally or in writing) or implied 
(i.e. reasonably inferred from the conduct of the individual). 

 
de-identified information means any information or opinion about a person whose identity 

cannot be ascertained from the information or opinion.  De-identified 
information is exempted from the requirements of this policy. 

 
disclosure means the communication or transfer of information, through giving 

a copy of the information to another organisation or individual, 
allowing another organisation or individual to have access to the 
information or giving out summaries, or giving the information in any 
other way.  This is separate to use. 

 
holds as defined under the Freedom of Information Act 1991, an agency 

will be taken to hold a document if the agency has an immediate 
right of access to the document. 

 
personal information means information or an opinion, whether true or not, relating to a 

person or the affairs of a person whose identity is apparent, or can 
reasonably be ascertained, from the information or opinion. 

 
primary purpose means the dominant purpose for which information is collected.  

Most often in the health system the primary purpose will be to 
provide care, or an episode of care. 

 
privacy means an individual’s right to have their personal information 

protected from unauthorised access or disclosure.  In the context of 
this policy the term privacy also covers the principle of confidentiality 
whereby any personal information held by SA Health is not 
disclosed unless authorised. 

 
 

National 
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National 
Standard 7 

 
Blood 

Management 

 
 

National 
Standard 8 

 
Recognising & 
Responding to 

Acute 
Deterioration 

 
 

☒ ☒ ☐ ☐ ☒ ☒ ☐ ☐ 

https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Clinical-Governance.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Clinical-Governance.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Clinical-Governance.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Clinical-Governance.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Clinical-Governance.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Partnering-with-Consumers.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Partnering-with-Consumers.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Partnering-with-Consumers.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Partnering-with-Consumers.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Partnering-with-Consumers.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Preventing-Controlling-Healthcare-Associated-Infection.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Medication-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Comprehensive-Care.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Comprehensive-Care.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Comprehensive-Care.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Comprehensive-Care.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Comprehensive-Care.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Communicating-for-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Communicating-for-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Communicating-for-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Communicating-for-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Communicating-for-Safety.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Blood-Management.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Blood-Management.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Blood-Management.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Blood-Management.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Blood-Management.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
https://www.safetyandquality.gov.au/wp-content/uploads/2017/11/Recognising-and-Responding-to-Acute-Deterioration.pdf
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reasonable the term reasonable is referenced throughout this policy e.g. 

reasonable steps, reasonably necessary.  It should be taken to 
mean how an individual, who is properly informed, would be 
expected to act in the circumstances.  

 
SA Health is the brand name of the Department for Health and Wellbeing and 

the LHNs i.e. Central Adelaide Local Health Network, Northern 
Adelaide Local Health Network, Southern Adelaide Local Health 
Network, Women’s and Children’s Health Network, Barossa Hills 
Fleurieu Local Health Network, Eyre and Far North Local Health 
Network, Flinders and Upper North Local Health Network, Riverland 
Mallee Coorong Local Health Network, South East Local Health 
Network, Yorke and Northern Local Health Network and SA 
Ambulance Service. 

 
secondary purpose means the use or disclosure of personal information for a purpose 

other than the purpose for which it was collected. 
 
use means the communication or handling of information within SA 

Health.  This is separate to disclosure. 
 
 
7. Associated Policy Directives / Policy Guidelines and Resources 
 
7.1 SA Health Policies 
 

Privacy Policy Framework 
Privacy Impact Assessment Framework 

 
7.2 Legislation 

Health Care Act 2008 

Mental Health Act 2009 
 
7.3 SA Government Circulars/Guidelines 

PC012 – Information Privacy Principles (IPPs) Instruction 

Personal Information Data Breaches Guideline 
  

http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/privacy+policy+framework
http://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/resources/privacy+impact+assessment+framework
https://www.legislation.sa.gov.au/LZ/C/A/HEALTH%20CARE%20ACT%202008/CURRENT/2008.3.AUTH.PDF
https://www.legislation.sa.gov.au/LZ/C/A/MENTAL%20HEALTH%20ACT%202009/CURRENT/2009.28.AUTH.PDF
https://dpc.sa.gov.au/documents/rendition/DPC-Circular-Information-Privacy-Principles-IPPS-Instruction.pdf
https://digital.sa.gov.au/sites/default/files/content_files/policy/Personal%20Information%20Data%20Breaches%20V1.0.pdf
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APPENDIX 1 
 

A GUIDE FOR THE DISCLOSURE OF PERSONAL INFORMATION HELD BY SA HEALTH 
 
 

Is the disclosure consistent with section 93 of the Health Care Act 2008 or 
section 106 of the Mental Health Act 2009 (including an authorisation  by 
the Chief Executive, SA Health or Chief Executive Officer, LHN/SAAS to 

disclose the personal information)? 

Has the identity of the person seeking information or to whom you wish to give 
information been verified? 

Is there a legitimate purpose for sharing the information? 

Is the information confidential? 

Has consent been given? 

Are you able to obtain consent? 

Is there a legitimate reason to share without consent? 

Document the information sharing decision 

no 

no 

no 

no 

no 

no 

no 

do not 
 share 

yes 

yes 

yes 

yes 

yes 

yes 

yes 


